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Thoughts from Tom Reis

Records Center Attendant & Driver

Fallout from the Capital One Breach
and How to Keep Your Data Safe

Jose Barcenas

Jose is celebrating his 25th
anniversary with DataSafe this
month! He has worked in our
records centers for most of his
career here, but now spends
most of his time as a delivery
representative. He likes the
opportunity to interact with
Clients when he is out and about.
Jose really enjoys his DataSafe
family and brings them his
“homemade” food everyday (which is really from Taco Bell, but
don’t tell them). He jokes that his co-workers go hungry when he
goes on vacation. When he isn’t at work, Jose likes to hang out
with friends and family, watch Liga MX (the professional soccer
league in Mexico), and even watch some cartoons (Tom and Jerry
is his favorite). Jose truly embodies what it means to be a part of
the DataSafe family and we are happy that he has chosen to be a
part of our company for the past 25 years!

Survey of the Month Winner:
Amy Drolette

Paradise Valley Estates
We want to hear from you! We value your feedback and
want to know what we’re doing right, where we can improve,
and other services you’d like us to provide.
Please fill out a survey today!

Do You Have A Question For Us?
If you have a question related to off-site document storage,
scanning, shredding, or media vaulting, please feel free
to give us a call or send us an e-mail.

Contact Information: 800.275.SAFE (800.275.7233)
or info@datasafe.com

Connect with us!

CEO of DataSafe

Just when you thought data
breaches couldn’t get any worse,
another one has hit a major US
company: Capital One. In July,
the financial services provider
announced that over 100 million
customers had their social security
and bank account information
stolen. In the breach’s wake,
additional details have emerged;
more than 30 companies are believed to have their data stolen.
If your business has a corporate bank account with Capital
One, check your statement for discrepancies. Immediately
report any suspected fraud. Capital One breach-related scams
are likely, so make sure your employees know how to spot
phishing and hacking attacks. Always verify email addresses
for authenticity before downloading attachments and clicking
on embedded links. Employee-issued devices should have virus
and malware detection software installed on them.
Since your corporate cloud applications may be at risk,
monitor them for suspicious activity. Implementing an offline
backup solution is a great way to add an extra layer of protection
to your cloud data. Data backed up to a portable data storage
device is better protected from malicious attacks. Store your
offline backups offsite for protection from disasters and attacks.
As with any major data breach, expect more
fallout from the Capital One breach
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in the coming weeks and months. Stay To
vigilant and be proactive.

Quick Tips: Organizing

At your hardware or auto supply store, you can purchase
magnetic parts holders—shallow metal bowls magnetized to
hold small metal parts. These are great for pins, paper clips, hair
clips, bobby pins, tacks, push pins, spare screws and more. To
give them some style, simply paint them in your favorite color!

Client Compliment

“As have the other DataSafe employees
I’ve worked with, I thought Daniel
provided excellent service and I
appreciate his help.”

Patt’s Corner

Social Engineering - Keep
your data safe!

Experts are constantly creating
new security systems to protect
individuals and businesses from
hackers. If you don’t want to be
the next victim, read about the
most common social engineering
scams here.

Phishing
Criminals make use of emails, phone calls, or text messages to
steal money. Victims are directed to phony websites or hotlines and are
tricked into giving away sensitive information like names, addresses,
login information, social security, and credit card numbers. To
protect yourself, be wary of emails from people you don’t know that
offer you a prize, come with attachments you didn’t request, direct
you to suspicious sites, or urge you to act quickly. Phishing emails
usually appear to come from reliable sources, but they are wolves in
sheep’s clothing.

Tailgating
What’s the fastest and easiest way for criminals to enter a secure
office? Through the front door, of course! Tailgating happens when an
employee holds the door open for strangers and unauthorized visitors,
allowing them to infiltrate an organization. This simple act of kindness
enables fraudsters to enter restricted areas, access computers when no
one is looking, or leave behind devices for snooping.

Quid pro quo
Here, scam artists offer a free service or a prize in exchange
for information. They may lure their victims with a gift, concert
tickets, a T-shirt, or early access to a popular game in exchange for
login credentials, account details, passwords, and other important
information. In most cases, the gift is a cheap trinket or the tickets
are fake, but damages from stolen information are all too real.

Pretexting
Fraudsters pretend to be someone else to steal information. They
may pose as a telemarketer, tech support representative, co-worker,
or police officer to fish out credit card information, bank account
details, usernames, and passwords. The con artist may even convince
the unsuspecting victim to apply for a loan over the phone to get more
details from the victim. By gaining the person’s trust, the scammer
can fool anyone into divulging company secrets.
DataSafe provides an invaluable resource in our Data Breach
Reporting Service to help you when a breach occurs. If you have
questions about this service, or are not yet subscribed, please contact
your Account Manager.

WasteSafe Corner

After just over 2 years, we have decided to discontinue our medical
waste disposal offering, “WasteSafe”. Our journey into this new
industry was an educational one, but we feel as though it has taken
our focus off of our core records management services. One of
the many positive things that we have taken from this process is
that we had the opportunity to meet and vet a number of service
partners. It is with great pleasure that we would like to introduce
you to our trusted partner Biologic. Biologic is going to take over
servicing our WasteSafe clients and we are going to work with them
on any future opportunities in medical waste disposal. Here is
some information on who they are:
BIOLOGIC Environmental Services & Waste Solutions
(BIOLOGIC) is an environmental management firm,
which offers comprehensive regulated waste management
services while assisting generators with permitting/planning,
compliance, and training solutions. BIOLOGIC Operates a
fully permitted, licensed, and insured medical waste treatment
facility and hazardous waste transfer facility. BIOLOGIC
customizes programs for the generator’s complex waste profiles
and reveals the best available technologies at pre-approved
facilities while providing a sole-source vendor. Some benefits
include waste minimization, cost reductions, reimbursement
programs, liability reduction, and BIOLOGIC electronic
archive system available via the internet. BIOLOGIC’s core
business is the management transportation and disposal of
medical waste. BIOLOGIC’s greatest strength is our dynamic,
knowledgeable, and capable management team. Our senior
managers and technical consultants possess more than 50 years
of combined experience in the industry and are intimately
acquainted with all facets of regulated waste management.
Our management philosophy is to work closely with clients
in order to develop proactive strategies that effectively address
these regulatory and waste management requirements while
providing affordable solutions.

Quick Tips: Money

Think twice before taking advantage of a credit card company’s
offer to skip a payment. In almost all cases, the interest will still
accrue, meaning that you will owe more on your balance by
skipping a payment.

“If we attend continually and promptly
to the little that we can do, we shall
ere long be surprised to find how little
remains that we cannot do.”
—Samuel Butler

The material contained in this newsletter is for informational purposes only and is based upon sources believed to be reliable and authoritative; however, it has not been independently
verified by us. This newsletter should not be construed as offering professional advice. For guidance on a specific matter, please consult a qualified professional.
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Squeezy
took a trip to
Dubrovnik,
Croatia to see
where “Game
of Thrones” was
filmed.

September Service Awards
Celebrating DataSafe
Employee Anniversaries
43 years
Thomas Reis, CEO
Joined DataSafe on 9/15/1976
25 years
Jose Barcenas, Records Center Attendant/Driver
Joined DataSafe on 9/01/2004
20 years
Arnold Cabrera, Manager of IS
Joined DataSafe on 9/27/1999
16 years
Suzanne Wildey, Contract Coordinator
Joined DataSafe on 9/10/2003
16 years
Daryl Savage, Director of Operations
Joined DataSafe on 9/13/2003

Next month Squeezy’s adventures continue!
Turn in your Squeezy pictures today!

4 years
Rafael Huitron, Lead Records Center Attendant
Joined DataSafe on 9/14/2015

Remember:
$50 to the person who turns in the best picture every month!
Email your pictures to: info@datasafe.com.
Don’t have a Squeezy? Ask your Account Manager for your free
Squeezy or email your request to: info@datasafe.com.

Win a $50 Amazon Gift Card!

Each month we’ll give you a new type of challenge!
All those who reply with a correct answer are eligible to win
a $50 Amazon Gift Card.
At the end of this month we’ll draw one lucky name.
Here is this month’s challenge:
How is an English teacher like a judge?
Last Month’s Answer to:
Where do monkeys hang out after work?

“Monkey Bars!”

Last Month’s Winner:

Jul ie He aton
Needh a m K e pn e r & F is h LLP

E-mail your answer(s) to news@datasafe.com

“We forgot to back up our files, so
we’re asking everyone to remember
everything they’ve typed for the
past 10 days.”

September sPECIAL:
1st file free for Scan-On-Demand Service
To get your first file free, be sure to mention this coupon to our Client Services team.

